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Abstract: Information security, or cybersecurity, has become a critical field for modern society.
While they may not seem it, schools are a critical battleground for these cybersecurity issues. On
the business side, schools maintain sensitive records about students and parents that would be a
treasure trove for identity thieves. In their classrooms, high-speed Internet connections and the
adoption of 1-to-1 computing and the Internet of Things make school networks an appealing target
for hackers looking to build botnets. Meanwhile, the instruction provided is expected to prepare all
students with the necessary skills to be productive in a cyber-centric society and encourage a few of
them to become the cyber guardians of tomorrow. This paper is a thought-piece intended to raise
educator awareness of cybersecurity issues by exploring the world of cybersecurity and providing
three reasons why schools should take cybersecurity issues seriously in their administration and
their classrooms.

The field of Information Security and Assurance, often referred to more exotically as “cybersecurity,” is the
field of “securing cyberspace… against abuse, intrusion, and other dangers” (Klaper & Hovy, 2014, p.79). The term
cyberspace, as it applies to the digital realm, was coined in fiction by William Gibson – first in his short story
Burning Chrome (1986) and then more prominently in his novel Neuromancer (1988), where cyberspace is defined
as “a consensual hallucination experienced daily by billions of legitimate operators, in every nation… a graphic
representation of data abstracted from the banks of every computer… [with] unthinkable complexity… [and]
clusters and constellations of data” (p. 51). Though Gibson’s cyberspace, a name he chose because it seemed like a
good buzzword (Neal, Paine, & Pellington, 2000), is more akin to the virtual world popularized in the film, The
Matrix (Silver, Wachowski, & Wachowski, 1999), the term stuck. Today, though there are many different
definitions for cyberspace (Kramer, 2009), the bulk of those definitions tend to define it as relating to the
communication networks through which data is transferred and retrieved by people. Most generically, it is used as a
synonym for the Internet.
Regardless of its origin, the term is certainly appropriate for what the Internet has become. The word cyber
is derived from the word cybernetics, with a Greek root “Kubernetes” meaning “helmsman” (Francois, 1999), that
refers to the study of and knowledge related to systems of control. If we accept even the generic definition for
cyberspace as being a synonym for the Internet, then it is relatively trivial to observe the control cyberspace exerts
over global affairs. When computer networks break down, society can grind to a halt: retail stores stop sales, air
traffic stops moving, and even individuals prevented from conducting even the most basic of business now
conducted online. Such dependency is easily weaponized, and leads to news stories, such as the Stuxnet attack of
2011 on the Iranian nuclear program, theft of F-35 “Joint Strike Fighter” design data, and campaigns of
misinformation during the United States of America’s 2016 Presidential election, with major consequences.
Cyberspace may be an abstract realm of communication, but its capacity for control and to exert influence on our
world and its reality is very real.
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Schools are not exempt from this controlling hold of cyberspace. While schools have long been a natural
environment for computer use, their presence increased dramatically in the late 1990s with investment in
telecommunications infrastructure and computer technology associated with the rapid, universal growth of
technology at the time. The declining cost of computers in the 2000s further accelerated this adoption, and would
continue to do so as schools pushed towards 1-to-1 computing. Meanwhile, more school functions moved online.
Thanks to the advent of the cloud and software as a service (SaaS) subscription models, data systems that would
have once required an entire information technology department became available to even the smallest of schools.
As a result, administrative tasks once conducted with pencil and paper moved to Web-based information systems,
and many classroom tasks have moved online into learning management systems. Technology, arguably brought
about a major paradigm shift in schools.
Of course, schools were not the only ones caught up in this shift. While technology was transforming
schools, it was transforming society at the same time. Within a span of ten years, wireless internet and smartphones
went from cutting edge technologies to commonplace. During that same time, in what seems like the blink of an eye,
banking, medical records, property records, tax records, employment records – all moved either from pen and paper
or closed electronic systems to Internet services.
The growth is not stopping either. Though the exact number of devices connected to the Internet is a matter
of debate, what is agreed upon is that there are billions of them now and there will be tens-of-billions by 2020
(Evans, 2011; Gartner says 4.9 billion connected “things” will be in use in 2015, 2014). This number includes all of
the personal computers, laptops, and smartphones we all own, but continues explosive growth due largely to the
advent of the Internet of Things (IoT), a vast web of smart devices interacting with one another via the Internet
(Evans, 2011). Proponents of IoT promise a more efficient future with better inter-device connectivity, resource
management, and even cost savings (Buiocchi, 2017). Individuals are embracing IoT with web-connected
appliances, smart televisions, smart home devices, digital assistants like the popular Amazon Echo, and now
connected automobiles. Organizations are adopting IoT with smart building controls and network security cameras,
and some cities are using IoT to improve city management.
Like other organizations, schools are contributing to this trend as well. On the one hand, schools are
adopting many of the IoT approaches also being used in other government agencies and business, such as network
cameras, smart climate controls, and other building sensors to improve situational awareness on their campus and
improve resource management. On the other hand, teachers are helping to drive IoT as well by embracing things
such as wearable technology in the classroom, 1-to-1 learning, data-gathering sensors, computer-based active
learning, and other networked learning technologies.
Unfortunately, nearly every pro has its con, and this rapid growth of Internet connected devices certainly
has its share of cons. The general threat posed by IoT devices is noted in the cybersecurity field. In early 2014,
reports circulated about a cyberattack that had been traced to a smart refrigerator (“Cyberattack traced to hacked
refrigerator,” 2014). Though there was disagreement as to whether the refrigerator was really to blame (“Despite the
news, your refrigerator is not yet sending spam,” 2014), there is consensus that the IoT is the next frontier in cybercrime. This is sobering news considering the finding by an HP research team that at least 60% of IoT devices
contained at least one type of serious vulnerability (Hewlett Packard Enterprise, 2015). IoT vulnerabilities have
since led the U.S. Federal Bureau of Investigation to issue strong warnings concerning consumer use of IoT devices
(“Cyber tip: Be vigilant with your Internet of Things devices”, 2015). Though IoT devices have promise in shaping
the classroom of the future, each of these devices brings a very real cybersecurity risk to the classroom.
This increase in risk comes against a seemingly contradictory backdrop of less-than-effective cybersecurity
practices in schools coupled with an awareness of its importance in instruction. A research study commissioned by
the National Cyber Security Alliance indicated that 99% of technology coordinators, 97% of administrators, and
91% of teachers surveyed believed that cybersecurity should be taught in schools (2011). 62% of those responding
also felt that cybersecurity was an important aspect of professional development (National Cyber Security Alliance,
2011). While 81% of administrators and 67% of teachers claiming to be prepared to discuss cybersecurity with
students, 50% of teachers indicated not having taught anything related to cybersecurity within a 12-month period
(National Cyber Security Alliance, 2011). 23% of teachers covered the cybersecurity principle of strong passwords,
making it the most popular principle taught (National Cyber Security Alliance, 2011). Yet, despite a clear indication
that both conventional and emerging security threats will increase (PricewaterhouseCoopers, 2014), education still
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lags behind other industrial sectors in cybersecurity. Security firm Bitsight ranks education a distant last in
information security effectiveness (2015).
On the face of it, these findings tend to indicate a disconnect between attitudes and practice with respect to
cybersecurity instruction in schools. If over 91% of teachers surveyed think cybersecurity is important and over 67%
feel comfortable discussing it in class, then one might expect more than 23% to discuss something as fundamental to
cybersecurity as password strength. Granted, there were limitations in this study due to a seemingly broad variety of
teachers surveyed. One would not expect, for example, English teachers to provide instruction in cybersecurity as
much as a computer literacy teacher. If anything, these shortcomings illustrate that cybersecurity instruction at the
K-12 level is neither consistent, suggesting that cybersecurity standards may be an order, nor is it fully understood.
This is unfortunate, as promoting cybersecurity at the K-12 level is both an important element in fostering basic
digital citizenship in students (Ribble, 2015) and in preparing students with skills needed to alleviate the current
shortage of workers with cybersecurity expertise (ISC2, 2017).
It is difficult to say exactly why cybersecurity practice and instruction is in its current state in education.
Perhaps it is because cybersecurity is an emerging need to which schools have been slow to adapt? Perhaps it
because teachers do not believe they have the skills necessary to address cybersecurity issues in the classroom?
Another possibility, is that cybersecurity is often conceived of as a business function. That is, cybersecurity is more
of a concern of policymakers and information technology managers than it is of teachers and other school
administrators. Unfortunately, there does not appear to be a great deal of literature on the subject of educators’
attitudes towards information security, as others have noted (Younes, 2013).
While such research gaps in our understanding of cybersecurity in education are desperately in need of
closing, that does not change the fact that the issue grows worse with time. The cybersecurity talent shortage will not
fix itself, and education does not occur in a vacuum insulating it from changes in technology. On the contrary,
education often embraces new technology to further enhance instruction. Unfortunately, that technology can bring
with it new security threats to schools and to the educational process. It is imperative that an attempt be made to
understand and mitigate these threats and to help solve the cybersecurity problems society now faces. Thus, I would
like to propose three reasons why schools should take cybersecurity issues seriously.

Reason One: The Ethical Argument
It is fitting to begin with the ethical argument, because ethics form the foundation of almost all human
decisions and activity. Consider, that a common feature of professional groups is the creation and adherence to a
code of ethics (Bersoff, 1995). From attorneys to psychologists and doctors to engineers, the majority of
professional societies appear to have some stated code of ethics. These ethical codes are developed to ensure that
members practicing a given profession do so with a consistent ethical framework. This is true of educators as well.
The National Education Association (NEA) and American Association of University Professors (AAUP) have
codified ethics. In learning technologies specifically, the International Society for Technology in Education (ISTE)
and Association for Educational Communications and Technology (AECT) have codified their own ethical
standards.
Unfortunately, the review of literature thus far does not indicate that an ethical argument for strengthening
information security in schools has been broadly articulated; however, the notion of an ethical duty to protect the
privacy and information of other people underlies the entire cybersecurity field. Whether protecting assets, data, or
privacy, there is an underlying ethical decision-making process that drives the way in which we respond (or not) to
cybersecurity issues. Moreover, the traditional juxtaposition of cybersecurity professionals as the “white hat”
protectors against malicious “black hat” hackers implies that ethical values, and not skills or technology, serve as the
greatest dividing line in the cybersecurity world.
Perhaps the greatest ethical directive in any field is that which derives from medicine’s Hippocratic oath
and its derivations: to avoid causing harm or injury. While this notion is certainly applicable to the field of
cybersecurity itself, it is a documented idea in educational technology literature. Spector (2016) contends that ethics
are an “essential aspect of educational technology” (p.1003). To this end he (2005; 2016) proposed the idea of an
“Educratic oath.” Spector (2016) admits that the oath has not caught on, and has since moved his focus towards a
general treatment of values. Nevertheless, the preeminent concern of doing no harm remains throughout.
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If we, as educators, have an ethical obligation to do no harm to our students, then we surely have some
ethical obligation to protect our students from harm. The wide scope of such an obligation is suggested in laws that
require teachers and other school officials to report suspected child abuse to authorities (Crosson-Tower, 2003). This
scope expands even further when educators are tasked with reporting or intervening with bullying and cyberbullying
(“Key components in state anti-bullying laws,” 2014), all while maintaining compliance with privacy laws. It stands
to reason then, that if we have an ethical responsibility to protect students from physical violence and predators, both
on- and off-line, then we have an ethical responsibility to protect students from other threats online as well.
An important point that should be made in our treatment of ethics is that ethics are just as much about the
controls and limitation we place on our own behavior to protect students as it is about protecting them from external
threats. Consider, for example, the Pennsylvania class-action lawsuit Robbins v. Lower Merion School District. In
this case, the school district sought to secure devices by installing software that would allow district personnel to
access built-in webcams to capture evidence in the event the computers were stolen (2010). Given the computers
were intended for a 1-to-1 environment and that students would be taking the computers home, the potential for
privacy invasion should have been considered by the district and appropriate policies made and notification given to
users. The district instead failed to provide any notice to students or their parents of this functionality, and further
failed to make adequate policy governing the circumstances in which this functionality might be enabled. The result,
after this technology was discovered following a student being disciplined based on a photo taken by the computer
in the student’s bedroom, was a class-action lawsuit and a subsequent $610,000 settlement (Martin, 2010) that
underscores the need for schools to consider both their ethical obligations as well the need appropriate technology
governance policies and processes to ensure those ethical obligations are enforced.
Exactly what these obligations look like in practice is not an easy question to answer, and it has some
overlap with the arguments that are to follow. For now, it should suffice to say that we have demonstrated that
educators accept some sense of responsibility for protecting their students. To this end, we as educators, should also
have a similar compulsion to accept some responsibility for the protecting our students from cyber threats. At the
very least, this should mean giving them the resources to protect themselves and committing ourselves to practices
that consider the cyber threats to our students.

Reason Two: The Business Argument
The business case is the traditional and most common rationale for cybersecurity in almost every
environment. This rationale for cybersecurity focuses on the organization’s operational context, and seeks to limit
damage to the ability of the organization to function effectively. This means taking steps to ensure the
confidentiality, integrity, and availability of the data that the organization needs to function. This can often focus on
things such as physical device security to guard against theft, network security, and continuity of operations or
disaster recovery planning to help ensure that organizational operations minimally affected by and are quickly
restored following any incident.
It is tempting for many, when thinking of cybersecurity from a business case perspective in schools, to
believe that school data is of little value outside of the school. On the contrary, despite typically not being organized
to seek profit; schools manipulate a great deal of valuable data. Even in K-12, schools store information on students
and their parents that can include social security numbers, e-mail addresses, credit card numbers, financial data, and
other personally identifiable information (PII) that could be stolen and sold on the black market. While an individual
record may not be of great value, the economies of scale make such information valuable on the black market where
just e-mail addresses can be sold in blocks of 1,000 for anywhere from $10 to $200 (“Prices of computer hackers
and online fraud”).
Student PII is not the only information of value educational institutions may have. Independent schools and
school districts may have human resource departments that maintain databases of sensitive information on their
employees as well. Additionally, they likely have business offices that, at least, manage accounts payable that
provide access to organizational financial data. In the case of private schools or colleges, they may also process
accounts receivable, including student tuition payments, that provides access to student financial information.
Research universities in particular are vulnerable due to their ownership and management patentable research and
development (Rothwell, Lobo, Strumsky, & Muro, 2013). Theft or preliminary release of such information,
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especially on proprietary or controlled designs, could, at minimum, cause irreparable financial damage to a
university.
A major part of the business case for cybersecurity is ensuring the integrity of the core business processes
that drive the organization’s value. For schools, this value largely rests in their ability to assess student performance
and provide appropriate matriculation credit. After all, students ultimately attend school with the expectation of
some form of completion – moving to another grade or completing a diploma or degree. As a result, assessment is a
cornerstone of the educational process, and its integrity is critical to the business of education. Bialazewski, makes
an excellent observation related to the business case for cybersecurity in schools, suggesting that assessment data is
in need of better protection (2015). He notes a number of incidents where students may be tempted to cheat, and
have been caught engaging in computer crime in order to facilitate such cheating. This assessment data, which goes
beyond just student test scores, can include experimental test banks, current test banks, or other information that
could seriously compromise testing processes and undermine the assessment process.
It is also worth considering that exfiltration or manipulation of data may not be a hacker’s objective.
According to a U.S. Department of Education report, 99% of public elementary and secondary schools in the United
States had some form of Internet access by 2001 (U.S. Department of Education, 2002). According to the same
report, 84% of those Internet connections are of types that are generally considered to be “high speed” and “always
on” (U.S. Department of Education, 2002). A large number of computers attached to a persistent network
connection make schools a tempting target for hackers looking to establishing a botnet, or a network of computers
they can use to launch attacks on other targets. The malware required to establish such a network can open
computers to additional vulnerabilities, slow network connections, and can cause other disruptions to computing
services that can disrupt instruction.
In other cases, a hacker’s objective may be less clandestine. Barth (2017) writes of an incident where proISIS hackers redirected the webpages of 800 schools, all using the same webhost, across the United States to a
website displaying an ISIS recruitment video. Meanwhile, the U.S. Department of Education (Rodrigue, 2017) has
issued several warnings about attackers targeting schools who may steal student, parent, and faculty information,
and then use that information extort the school into paying a ransom or by threatening the individuals directly. News
reports indicate that these threats are not theoretical or imaginary. Rios (2017) reports that schools in at least three
states have been targeted by attackers who have held school data for ransom or who have threatened physical
violence. In the best of situations, these are threats that are require investigation. Depending on their severity, these
incidents can disrupt instruction briefly or bring the instructional business of the institution to a halt. In either case,
such incidents significantly interfere with an institution’s ability to fulfill its instructional mission.
School leaders and administrators should not be under any illusions about their status as a target. Being
proactive about cybersecurity can help schools reduce their chance of being adversely affected by malicious activity,
and can help to ensure that the core educational functions of the school are able to proceed without interruption due
to cybersecurity incidents.

Reason Three: The Instructional Argument
The third, and final, argument for enhancing cybersecurity in education lies in instruction. To be clear, this
argument has nothing to do with preventing cyber incidents from interfering with instruction itself (since that is a
component of the business argument just made), but it is, instead, the idea that cybersecurity should be factored into
the decisions we make about the things we teach and in way in which we teach them.
Dewey (1934) suggested that the chief function of education was to provide our young with the things they
needed to systematically progress into members of our society and that, as a result, education is a product of
sociological context. Education, therefore, ultimately serves the needs of the society that educates. While the exact
needs are a matter of debate in the literature, there are two themes that emerge: education is to help individuals
develop into productive citizens and to acquire skills that are relevant to the workforce (Adler, 1982; deMarrais &
LeCompte, 1995; Tyack, 1988).
In his discussion of the social context of education and the skills needed for an increasingly technical
world, Dewey (1934) spoke of the progression of technology and its influence on the subjects added to students’
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courses of study. Since Dewey’s time, technology has marched on far beyond railroads, telephones, and
automobiles. Just as those technologies changed instruction in Dewey’s time, and before, so new technologies
demand changes in our instruction now. Computers changed instruction in the past with the introduction of
computer science and information technology education, and though they have been around for some time now, the
ever-expanding use of computers continues to add to the educational needs of society.
The ubiquity of computers and the rise of digital society has, like the technologies before, changed the
skills individuals need to function in society. Current thinking is that schools must participate in building and
teaching the norms associated with a digital society (Ribble, 2015) – this, in a nutshell, is digital citizenship. Among
the many concerns related to building digital citizenship, Ribble lists cybersecurity as a major component of
instilling digital citizenship. Just as we teach students how to become functional members of society in other ways,
so we must also teach them how to function and work in digital society. Part of knowing how to live and work in a
digital society is having the skills necessary to protect digital information. Schools should take the lead in ensuring
that students are adequately prepared with the basic skills necessary to protect themselves from threats lurking in
cyberspace, as well as have the cybersecurity literacy needed to be employable in the modern workforce.
Digital citizenship and basic cybersecurity skills and literacy are not, however, the only issues schools are
positioned to address. Recall, from the beginning of this paper, the discussion of the current state of the
cybersecurity skills shortage (ISC2, 2017). While universities are certainly expected, as a stop-gap, to train people
for today; K-12 schools are educating the cybersecurity professionals of tomorrow. If we accept both that
cybersecurity is a critical need for modern, digital society and that schools are, in some way, responsible for raising
up students who can address society’s needs, then is necessary, that K-12 schools take steps to ensure that they are
offering skills and opportunities to cultivate future cybersecurity talent.
Teaching these skills to students means that we must have some teachers who are both capable and willing
to speak to cybersecurity issues in their classes. This presents schools with the opportunity to meet multiple needs
through training. Cybersecurity awareness training is used in many organizations to influence employee behaviors
and encourage more secure behavior (McCrohan, Engel, & Harvey, 2010). Well-designed professional development
opportunities can meet the need of schools to provide information security training while simultaneously giving
them the content-knowledge and self-efficacy required to engage students in the classroom regarding cybersecurity
issues. One would expect that this would be desirable, given that 62% of teachers were reported to believe that
cybersecurity training was a high priority in their career development needs (National Cyber Security Alliance,
2011).
Trained teachers will be better positioned to bring cybersecurity principles into the classroom. Better
trained teachers will be able to more effectively mentor students with respect to cybersecurity principles, meeting
the need of students to learn about the prevalence of cybersecurity threats, ways in which they can protect
themselves from such threats, and thus providing them more robust skills for digital citizenship and future
employment.

Conclusion
There can be little doubt that the practice of cybersecurity is here to stay. As it has grown more critical for
other industries, so it has grown and will continue to become a critical area in education. Schools must do a better
job in protecting students and teachers from cyberthreats, both conventional ones as well as the threats that could
emerge from the advent of the Internet of Things. Further, schools must come to see cybersecurity as more than an
operational exercise or a subject to be taught, and come to regard cybersecurity as an ethical issue that requires
balance. We must balance the needs of organizational security with the privacy needs and rights of students and
teachers, and be prepared to use ethical principles to make sound decisions regarding the application of technology.
Schools must regard information security issues as not simply business decisions, but as ethical decisions. Educators
have a responsibility to protect students and prepare them to be good digital citizens and the digital guardians of
tomorrow.
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